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HNucTpykuus
aJAMHUHUCTPATOPA 0€30IaCHOCTH HH(POPMANMOHHBIX CHCTEM NEPCOHAIBHBIX JAHHBIX

1. OBIIME NNOJIOKEHUSA

1.1. Hacrosmuii 1OKyMeHT pa3paboTaH B COOTBETCTBUU C HOPMATHUBHBIMU JTIOKYMEHTAMHU
nmo Oe3omacHOCTM WHGOPMAIMK U  ONpelensieT TMOpsAOK obecreueHus Oe30MacHOCTH
uHbOpMalIMM TIPU TPOBEACHUU pabOT aaMUHUCTpATOpoM Oe3omacHoctu (manmee — ADB) B
MH(OPMAIIMOHHBIX cucTeMax nepcoHanbHbIX qaHHBIX (Hanee — UCII[n) MBIOY «JIC Ne 206 r.
YensOuncka» (nayee — YUpekacHue).

1.2. Cyobektamu poctyna k pecypcam WCII[In sBnsroTcs mnonb3oBatenu, Ab u
oOCTyXUBalOIMUKA TepcoHan (paOOTHHUKH, OCYIIECTBISIONMINE TEXHUYECKOe OOCIyKHBaHUE,
PEMOHT), B COOTBETCTBUU C YTBEPKJICHHBIM MIEPEUHEM.

1.3. O6pabatsiBacmas B MCII/IH nndopmanmsi OTHOCUTCS K CBEICHUSAM, COCTABISIONIUM
nepcoHanbHbIe Nanubie (qanee — [11H).

1.4. MamvHHBIE HOCUTENH C 3antyinaeMoi nadopmaied uMeroT moMetky «I1{m».

15. Ab  nasnHauwaercsa Ilpukazom  PykoBoautens  YupexnaeHuss ¢ MOIy4yaeT
HEOI'paHWYCHHBIE ITpaBa Ha focTyn K pecypcam MCII/IH.

1.6. Ab ocymiecTBisieT 0011ee pyKOBOJACTBO MU KOHTPOJIb 3a o0ecriedueHreM 0e30MacHOCTH
uHpopmanmu rpu padote nonp3oateneir UCIIIH u 06cmykuBaromiero nepcoHaia.

1.7. Meronuyeckoe pPYKOBOJCTBO IO HH(MOPMAIMOHHOM 0e30macHOCTH  OOBEKTOB
uHpopmaruzanuu ocymectsisier Ab.

1.8. Ab uMeeTr mpaBO BHOCUTH MPEIOKECHUS] MO U3MEHEHHUIO M JOMOJHEHHIO JaHHOU
WNuctpykuun, a Ttakxke «WHCTpykinuu momnb3oBatens...» u «HCTpykunu o00CTyKHUBArOIIETO
[IEPCOHAJIA. .. ».

1.9. V3MeHeHUs U OMONHEHUS K JaHHOU MHCTPYKIIMU yTBEPKAAIOTCA B YCTAHOBJICHHOM
MOpsJIKE.

1.10. [IpaBo TONKOBaHMA IOJNIOKEHHMM HacTosmed MHerpykumm Bo3maraercss Ha
PykoBonurens Yupexnenus.

2. TEPMUHBI U ONTPEJAEJIEHUSA

2.1. loctyn K wuHpopManmum — BO3MOXHOCTh TIOJYYEHUS UHPOpPMAIMH U €€
HCIIOJIb30BAHUS.

2.2. 3ammuTa UHGOPMAIIUM — JCSITSIHHOCTD 10 MPEIOTBPAIICHUIO YTEUKH HH(pOpMaIi,
HECAaHKIIMOHUPOBAHHBIX U HEMPEeIHAMEPEHHBIX BO3/ICUCTBUN Ha MH(POPMAIIHIO, TO €CTh MPOIIECC,
HaIpaBJICHHBIN Ha JOCTIKEHHE HHHOPMAITMOHHON 6€30TaCHOCTH.

2.3. Undopmauuss — cBeneHus (CoOOIIEHUsS, aHHBIE) HE3aBUCUMO OT (OpPMBI UX



IIPEACTaBICHUS.

2.4. UnpopmannoHHasi cucrema nepcoHaiabHbIX AaHHbIX (UCIIIH) — cOBOKYNHOCTb
cojepxamuxcs B 0a3ax JaHHBIX MEPCOHAJIBHBIX JaHHBIX U OOecleyMBaroOIUX UX 00padoTKy
MH(POPMALIMOHHBIX TEXHOJIOIMH U TEXHUYECKUX CPE/ICTB.

2.5. HecaHKIIMOHMPOBAaHHBIA JOCTYNl — JOCTyH K HH(pOpMaIMM, XpaHsLeHcs Ha
Pa3IMYHBIX THMAX HOCUTENEH (OyMa)KHBIX, MAarHUTHBIX, ONITUYECKUX U T. A.) B KOMIBIOTEPHBIX
0a3ax MJaHHBIX, (ailVIOBBIX XpaHWJIMUINAX, APXMBAX, CEKPETHBIX YACTSIX U T. M. Pa3IUYHBIX
OpraHu3alui MyTeM U3MEeHEHHUs (TOBbILEHUs, (PaTbCU(PUKAILIMN) CBOUX IIPaB AOCTYIIA.

2.6. Hocurens wmHpopManum — 11000 MarepuaslbHbId  OOBEKT WM  cpefa,
MCIIOJIb3YEMBII 111 XpaHEHUs WIH Iepeaadn HH(OPMALIHH.

2.7. O0padoTKa mNEepPCOHAJBHBIX [JaHHBIX — Jr00Oe JelcTBUEe (omeparus) WIH
COBOKYMHOCTbH JIEHCTBUI (Omepaliuii), CoBepIIaeMbIX C UCIIOJIb30BAaHUEM CPEICTB aBTOMATU3ALIUN
win 0e3 KCIOJIb30BaHUS TAKUX CPEJICTB C NEPCOHAIbHBIMU JaHHBIMHU, BKIIOUas cOOp, 3aluCh,
CHUCTEMAaTHU3allMI0, HAKOIUICHUE, XpaHeHne, yTouHeHne (0OOHOBIICHHE, U3MEHEHUE), U3BJICUCHHUE,
UCIOJb30BaHMUE, Mepeaauvy (pacnpocTpaHEHHE, NPeOCTaBIE€HUE, JOCTYI), O0e3IUYMBaHUE,
OJI0OKMpOBaHME, yaJIeHNEe, YHUUTOKEHUE ITEPCOHATBHBIX JaHHBIX.

2.8. IlepconanbHble AaHHble — Jt00as HMHPOpMAIUs, OTHOCAMIAsCA K MPSAMO WU
KOCBEHHO OIPEAEIEHHOMY WJIH OINpeAeIsieMOMy (PU3NUECKOMY JIHILY.

2.9. CpencTBo 3amuThl HHMOPMAIMM — TEXHUYECKOE, IPOTPAMMHOE CPEICTBO,
BEIIECTBO U (WIN) MaTepHall, NpeHa3HauYeHHbIE U MCII0JIb3yeMble IS 3alUThl HH()OpMaLUu.

2.10. YHHUYTOXKEHHE MEePCOHAJIBHBIX /JAAHHBIX — JCHCTBHS, B pE3ylbTaTe€ KOTOPBIX
CTAHOBUTCA  HEBO3MOXXHBIM  BOCCTAHOBUTH  COJICPKAHUE  IMEPCOHANBHBIX  JAHHBIX B
MH(POPMAIIMOHHONW CHCTEME TEepPCOHAJbHBIX JaHHBIX W (WIM) B pe3ylbTaTe KOTOPBIX

YHHUUTOKAIOTCSI MaTePHUAIbHBIC HOCUTEIIN IIEPCOHAILHBIX TaHHBIX.
3. TPEBOBAHUSA K AB

3.1. ABb o00s3aH 3HAaTb M BBINOJIHATH TPEeOOBaHUS JEHUCTBYIOUIMX HOPMATHBHBIX U
PYKOBOASIIMX JOKYMEHTOB, a TaKXe€ BHYTPEHHUX HWHCTPYKUUM U  PACHOPSIKEHU,
pErfIaMEHTUPYIONIUX MOPSAOK IEHCTBUN 1O 3aIUTe UH(DOPMAITHIH.

3.2. Ab, He o3HaKOMJEHHBIM C JaHHOM MHCTpykuumen, a Takke C HM3MECHECHMSIMU U
JOTIOTHEHUSIMU K Hel, K paboTe ¢ pecypcamu UCII/{x He gomyckaeTcs.

3.3. ABb ocymecTBIsSieT y4eT CHhEMHBIX MAIUHHBIX HOCUTENEeH WHHOpMAIUH, WX
YHUYTOXKEHHE, TUO0 KOHTPOJb MPOLIEAYPhl UX YHUUTOXKEHUS.

3.4. ABb 00s3aH HEMeJIEHHO pearupoBaTh Ha COOOUIEHHS MOJb30BaTENe O IHOOBIX
HEUCTIPABHOCTSIX B pabOTE€ OCHOBHBIX M BCIIOMOTAaTEIbHBIX cpeacTB U cucteM (manee — OTCC u
BTCC), C3U, cucteMHOr0 1 NpUKIaIHOTO porpaMMHoro obecneuenus (nanee — [10) UCTIH.

3.5. Ab 00s3aH HeMeUIEHHO CTaBUTh B M3BECTHOCTH OTBETCTBEHHOTO 3a OOecleyeHHe
0€30MacHOCTH TEPCOHANIBHBIX JAHHBIX YUpEKJIeHUss 000 BCEX HEUCIPABHOCTIX ammapaTHo-
nporpaMMHbIx cpencts UCII/H.

3.6. ADb 00s3aH cTaBUTh B M3BECTHOCTh OTBETCTBEHHOT'O 3a obOecredeHne 0e30macHOCTH



NEPCOHANBHBIX  JAHHBIX  YUPSXKIEHHS O HEOOXOOMMOCTH  MpoBeaeHHs pabor 1o
aamuHucTpupoBanuio C3U.

3.7. Ab umeer mpaBo IpOBOJUTH BHEIIAHOBHIE MpoBepku pabdorocnocodHoctun C3U u
COOJIIOJIEHUS TTOJIb30BATEISIMU TEXHOJIOTUN 00Pa0OTKH MEPCOHAIBHBIX JaHHBIX.

3.8. Ab pa3pabaTbIBaeT IUIaHBI MEPONPUATUNA IO AMUHUCTPUPOBAHUIO U TEXHUYECKOMY
00CIyXKUBaHHUIO anmapaTHbIX U nporpaMMubix cpencts UCIIIH Yupexnenus.

3.9. AD 00s13aH B ci1y4ae 0TKa3a TEXHUYECKUX CPEJCTB WU IPOrpPaMMHOT0 00eCTIeueHUs
anemeHtoB MCIIJIH, B ToM umcie C3UM, npuHMMare Mepbl IO HX CBOEBPEMEHHOMY
BOCCTAHOBJICHUIO U BBISIBJIEHUIO IPUYMH, IPUBEAIIUX K OTKa3y pabOTOCIIOCOOHOCTH.

3.10. Ab umeet npaBo TpeOOBATH NMpeKpalIeHUs] 00pabOTKU MEPCOHATIBHBIX JaHHBIX, KaK B
LIEJIOM, TaK U Ul OTACJIBHBIX ITOJIb30BATENIEH, B CJIydae BBIBICHUSA HAPYLUIEHU YCTaHOBIEHHOTIO
nopsiaika padot wiu Hapymenus pynkunonuposanus UCIIIH unm cpecTs 3aluThl.

3.11. Ab npuCyYTCTBYET MpHU BBHIIOJHEHUU TEXHUUYECKOTO OOCIYKUBAHUS 3JIEMEHTOB
NCII[IH CTOpOHHUMH CHEUATUCTAMU HAa TEPPUTOPUN Y UPEKICHHUS.

3.12. Ab ocymecTBisieT pa3dupaTenbCTBA M COCTaBICHHE 3aKIOYEHUH 10 (hakTam
HECOOJIIO/IEHUS] YCIIOBUI XpaHEHHs] HOCUTENEH IMEepPCOHANbHBIX JaHHBIX, HApyIIEHUS IpaBUIl
paboThl ¢ TeXHUYECKUMU U TporpaMMHbIiMu cpenctBamu MCII/IH, B ToM yncie ¢ C3U, unu no
IPYTMM HApYyIIEHUSM, KOTOpPbIE MOTYT TPUBECTH K CHIKEHUIO YPOBHS 3alMILEHHOCTH
NIEPCOHAIBHBIX JIaHHBIX.

3.13. B xone ynpaBnenus (aamunuctpupoBanus) cucremoit 3anmuthl UCII[H Ab 06s3an
OCYIIECTBIISTh:

3.13.1. 3aBeneHue U yJaJleHHE YYETHBIX 3alKcedl Moib30oBaTelel, yrpaBieHUe
nonHoMmouusiMu noabs3oBateneil UCII[IH u nopnepskaHue mpaBuil pa3rpaHUYEHHs] JOCTyNa B
NCIIH;

3.13.2. co3naHue, NMPUCBOCHHE M YHUYTOKEHUE HWJEHTU(PUKATOPOB MOJb30BaTelel u
YCTPOMCTB, OJHO3HAYHO UX UJECHTU(DUIUPYIOIINX;

3.13.3. ynpaBneane C31M B MHUCII[dH, B TOM 4mclIe mapamMeTpaMH HACTPOUKHU
MpPOrpaMMHOI0 obOecrieueHus, BKIOYas nporpamMmHoe oOecneuenue C3U, ynpaBinenue
YYETHBIMH 3alUCSIMU T0JIb30BaTeNIel, BOCcCTaHOBIEHHE paboTocnocodHoctu C3U, renepanuio,
CMEHY U BOCCTaHOBJIEHUE NIapOJIEii;

3.13.4. u3meHenne ayTeHTHU()UKAIMOHHONW HH(POpMaUU (CpeACTB ayTEeHTH(HKAINN),
3aJlaHHOM WX MPOU3BOAUTENSIMU U (WJIM) HCIONb3YEeMOW MPU BHEAPEHUU CHCTEMbI 3aIIUThI
unpopmaruu UCIIH;

3.13.5. ycTaHOBKY OOHOBIEHHI MPOrPaMMHOIO OOECIEeUYeHHsI, BKIIOYas MPOTpaMMHOE
obecieuenne C3U, Bbimyckaembix pazpaboruukamu (mpousBoautensimu) C3U wim mo wux
MOPYYEHHUIO;

3.13.6. meHTpanu3oBaHHOE ympaBieHHe cuctemMoi 3amuThl uHpopMmauuun UCIIAH (mpu
HEOOXOIUMOCTH);

3.13.7. peructpaumio u ananus codbrruii B UCII/IH, cBA3aHHBIX ¢ 3aIIUTON MH(OpMAINH;

3.13.8. undpopMupoBaHue MoaB30BaTENC 00 yrposax Oe30macHOCTH HWH(OpMaUHU, O



MpaBWJIaxX 3KcIUTyatauuu cucreMsl 3amuTel nHpopMauuu MCITAH u otnensHbix C3U, a Takxke
UX OOy4EHHE;

3.13.9. compoBoxaeHne HYHKIIMOHUPOBaHUS cUCTeMbI 3ammThl nHGopmaruu MCII/IH B
XOJIe €€ dKCIUTyaTalllH, BKII0Yas KOPPEKTUPOBKY IKCIUTyaTAllMOHHOW JOKyMEHTAI[MU Ha HEe U
OpTaHN3alMOHHO-PACTIOPSIUTENBHBIX JOKYMEHTOB TI0 3aIIUTE WH(POPMAIIIH.

3.14. B xoze BBISIBJICHHUS HHIUACHTOB U pearupoBanus Ha HUX Ab 00s3aH oCyIecTBIsATS:

3.14.1. oGHapykeHHe W UACHTU(UKAIIMIO HWHIMJICHTOB, B TOM 4YHCJIE OTKa3oB B
oOcnyxuBaHuu, cOoeB (mepe3arpy3ok) B paboTe TEXHUYECKUX CPEACTB, MPOrPaAMMHOIO
obecnieuenust 1 C3U, HapymieHuil npaBuil pa3rpaHUYEHUs JIOCTYIA, HEPABOMEPHBIX AEHCTBUI
o coopy uHpOpMaIUH, BHEAPESHUN BPEIOHOCHBIX KOMITBIOTEPHBIX IPOrPaMM (BHPYCOB) M HHBIX
COOBITHIA, MPUBOJAIIUX K BOSHUKHOBEHHUIO UHIIU]ICHTOB;

3.14.2. cBoeBpeMeHHOC HMH(POPMHPOBAHHWE JIMI, OTBETCTBEHHBIX 3a  BBISBJICHHUC
VHIIMJEHTOB U pearnpoBaHuE HA HUX, O BO3HUKHOBeHMH HHIMAeHTOB B UCII/IH;

3.14.3. ananu3 WHOUACHTOB, B TOM 4YHCIE OMpEACNCHHEe WCTOYHUKOB W TPHYUH
BO3HUKHOBEHMsI MHIIMJICHTOB, a TAK)KE OIICHKA UX MOCIE/ICTBUM;

3.14.4. nmnanupoBaHHE W TPUHITHE MEP MO YCTPAHEHHUIO WHIUJEHTOB, B TOM YHUCJE IO
BocctanoBneHuto MCII/IH 1 ee cerMeHTOB B Cilyyae OTKaza B OOCIY>KMBaHUHU WIH TMOcCje cOOeB,
YCTPaHEHHIO TIOCJIEICTBUN HApYIICHUS TPaBWJI pa3TPaHUYCHUS [OCTYMa, HEMPaBOMEPHBIX
neicTBuil mo cOopy wuHGPOpPMAIMU, BHEJIPEHUS] BPEIOHOCHBIX KOMITBIOTEPHBIX MPOTrpamMm
(BUPYCOB) U UHBIX COOBITUH, MPUBOASIINX K BOSHUKHOBEHHUIO MHIIHICHTOB;

3.14.5. mnaHupoBaHME€ W  TOPUHIATHE MeEp MO NPEJOTBPALIECHUIO  MOBTOPHOTO
BO3HUKHOBCHWSI HHIIHJICHTOB.

3.15. B xome KkoHTponsi (MOHHUTOpHUHTa) 3a OOECIEYeHHEeM YpPOBHS 3allUIICHHOCTH
unpopmanmu, coaepxaerics B UCIIJIn, Ab 006s3aH oCyIecTBIsTS:

3.15.1. aHanu3 M ouEeHKY (PYHKIMOHUPOBAaHMS cuUcTeMbl 3amuThl nHGopmaruun UCIIIH,
BKJIIOYAsl BBIABIICHUE, aHAIM3 M YCTpaHEHHE HEJOCTAaTKOB B (YHKIIMOHUPOBAHHH CHCTEMBI
3amutel uHpopmaru UCI1H;

3.15.2. mpoBepKy pabOTOCHOCOOHOCTH M TMapaMeTpOB HACTPOUKH MPOrPaMMHOTO
oOecnieyenust, anmnapaTHbix U nporpamMmmubix C3U UCTI/IH;

3.15.3. mpoBepKy cocTaBa TEXHUUYECKUX CPEJCTB, MporpaMMHoro obecrieuenus u C3U;

3.15.4. KOHTPONb IENOCTHOCTH Tmevared (TIoMO, HAKIEeeK) TEXHUYECKUX CpPEJICTB,
UCTIOIB3YEeMBIX 11 00pabOTKH MepCOHANBHBIX JaHHBIX;

3.15.5. exxeHenenpbHOE OTCIIC)KMBAHUE TIOSIBICHUS HOBBIX BHUIOB ysa3BuMocTed [1O
NCIIJH. Ilo HeoOxomumocth AbB TNpPOM3BOAUT yCTPAHEHUE YSA3BUMOCTEW  COIVIACHO
pEKOMEHAANMSIM pa3padOTUYMKa, B TOM YHUCJE IyTEM YCTAaHOBKM OOHOBIIEHUN MPOTPAMMHOTO
oOecrieueHus] CPEeCTB 3amuThl HHDOpMaIU, OOIIECHCTEMHOTO TMPOTPAMMHOTO O0eCIeUeHUS,
MPUKIAIHOTO  TPOTPAMMHOTO  OOCCTIEYeHHsS] WM  MHKPOIPOTPAMMHOTO  OOCCIICUCHHS
TEXHUYECKNX CpelACTB. B KkauecTBe HCTOYHMKOB HHMOpMamu 00 YA3BUMOCTSIX JIOJKHBI
MCIIOJIb30BAThCSl OMYOJIMKOBAaHHBIC JAaHHBIE Pa3pa0OTYMKOB CPEJCTB 3allUThl HWH(OpMAINH,
OOIIECUCTEMHOTO, MPHUKJIATHOTO M CHEIHATBFHOTO MPOTPAMMHOI0 OOECTICUSHHSI, TeXHUIECKHX



CpPEJICTB, a TaK)Xe JIpyrue 0a3bl JaHHBIX YSI3BUMOCTEM;

3.15.6. mepuonnveckuii ananu3 N3MEHeHHst yrpo3 6e3omnacHocty uHpopmanmu B UCIT/IH,
BO3ZHUKAIOIIMX B XOJIe€ €€ JIKCIUTyaTallud, W TMPHUHATHE Mep 3alluThl MHPOpMalMud B cliydyae
BO3HUKHOBEHHUS HOBBIX YTpo3 6€30MacHOCTH HHPOpMAIIUK;

3.15.7. KOHTpPOIIb 32 COOBITUSIMU O€30MACHOCTH | JecTBHsIMU Tiosib3oBareneid B MCI/IH.
B uactHoctu, Ab 00f3aH OCYIIECTBISITH TOCTOSHHBIM KOHTPOJIb 32 BBINOJIHEHUEM
MOJIb30BATEISIMU  YCTAHOBJIEHHOTO KOMILIEKCAa MEpPONpPUITH 1O obecrneyeHuto 0e30macHOCTH
uHdopMaIuu;

3.15.8. xoHTpONH (aHANM3) 3amMIIeHHOCTH HHPOpMarmH, coaepxkameiics B UCITdH;

3.15.9. nmoxkyMeHTHpOBaHWE TPOLEAYpP W PEe3yNbTaTOB KOHTPOJsA (MOHHTOPHHTA) 3a
oOecreyeHreM YpOBHsI 3alllMIIeHHOCTH nHpopMmaiuy, cogepxkaieiics B UCIx;

3.15.10.mpuHATHE pelIeHus Mo pe3yiabTaTaM KOHTPOJISI (MOHUTOPHHTA) 3a 00ecIeueHHEM
YpOBHSl 3allIUIIEHHOCTH HUHGPOpMAIMU O J0paboTKe (MOJEpPHU3AIMU) CHUCTEMbI 3allUThI
unpopmauuu WCIIJIH, nmoBropHoit arrectauuu MCII[H wian mpoBelEeHHMH IONOJHUTEIbHBIX
aTTECTAllMOHHBIX UCTIBITAHUH.

4. TOCTYII K PECYPCAM UCIIAH

4.1. OOs3aTeNbHBIMU YCIOBUSIMU TolyueHuss poctyna kK pecypcam WCII[In Ab

SIBJISTEOTCSL:
- TpaBo JAOCTYyNa B IOMEIIEHUE;
- HaJu4He JOMYyCKa K IEPCOHATIbHBIM JTAHHBIM;
- mpaso aocryna k UCII/IH;

- 3HaHue TexHosorun oOpaboTku wHpopmaruu B MCII[H ¢ yuerom TpeboBaHuii
UH(OPMAIIMOHHOM 06€3011aCHOCTH.

4.2. Wnentuduxamus Ab B HCIIJIH ocymecTBiuseTrcs IO YHHKATbHOMY HWMEHU U
MEePCOHATBHOMY UACHTHU(PUKATOPY (MPU €r0 HAIUYUH).

43. Jlnuna maponss Ab u Bcex mnomnb3oBareneil — He MeHee 6 OYKBEHHO-LIM(PPOBBIX
CHUMBOJIOB.

4.4, YHUKAIBbHOE UMsI, IEPCOHANBHBIA HACHTU(UKATOP (TP €ro HaM4YuK) U maposib Ab
MOJIy4aeT B YCTaHOBJIEHHOM mopsiike. Ab 00s3aH UX MOMHUTH U HE JIOMYCKAaTh PAaCKpPbITUS, HE
JIOTTYCKaeTCs 3alUCh Ha KaKUX-IMOO HOCUTENSAX B 1IeNIIX HarmoMuHaHus. Bo BpeMs BBoga maposis
Ha KJIaBHAType JOJKHA OBbITh MCKIIOYEHA BO3MOYKHOCTb €ro IMpOCMOTpa JApyruMmu Jmuamu. He
JOMyCKaeTcs OcCTaBjeHHe O0e3 MPUCMOTpa U TIepenada JPYTMM JIMLIAM [EPCOHAIBHOTO
uaeHTHUpUKaTopa (Mpu ero HaJIUuuu).

4.5. Tlpu yrepe win NMOJO3PEHUHU HA YTEUKY CBOEr0 UMEHH, MapoJisd UIU MEePCOHAIBHOIO
uaeHtupukaropa Ab J0KEH HEMEIJIEHHO H3MEHHTb CBOM HJCHTH(HKAIMOHHBIC AHHbBIE U
IIPOKOHTPOJIMPOBATH BO3MOXHBIE U3MEHEHUS B HacTpoiikax C3U.

4.6. Peructpanus nons3oBareins ocyuiectBigeTcs Ab B cootBerctBuu ¢ « MHCTpyKUMen

M0 OpraHusanuu HapOHBHOﬁ 3aIIUTBD> W COCTOUT B ONPCACIICHUH HWMCHHU PETUCTPHPYCMOI'O



MI0JIb30BATENs, NPUCBOCHUM €MY II€PCOHAJIBHOIO HAECHTH(HUKATOpa (IIpU €ro HAJIUYUU) U
Ha3HA4CHUH IapOoJIs.

4.7. Tlpu 3aBeeHMM HOBOM ydYeTHOM 3amucu, AbB J0KeH NpOBEPUTH JHUYHOCTh
MI0JIb30BATENIS M €T0 TPYIOBbIE O0S3aHHOCTH.

4.8. TlepecMOoTp U, TMpuU HEOOXOAMMOCTH, KOPPEKTUPOBKAa YYETHBIX 3amucei
noJsib30Batenel mpousBoauTcs Ab He pexxe 0JHOTO pa3a B 6 MecAIeB U IO MEPE HEOOXOIUMOCTH.

4.9. TlpenocraBieHue MOIb30BaTENsIM MpaB JAocTyna K oObekram aoctyna WCIIIx
JOJKHO OCYLIECTBIIATHCS HA OCHOBAHUU 33/1a4, PEIIA€MbIX MOJIb30BATEIISIMH.

4.10. Ab He umMeer mpaBa TpeOOBaTh y MOJIb30BATEIEH PACKPHITUS UX MApoJei, a Takxke
nepesayu eMy MepCOHANBHBIX UIECHTU(PUKATOPOB (IIPU MX HAJIUYKK), KPOME Cydas WU3MEHEHUS
UACHTU(PUKAITMOHHBIX TaHHBIX.

4.11. Ab umeer npaBo TpeOOBaTh y IMOJIB30BATENS U3MEHEHHUS €ro Mapojs, HO HE UMeeT
IIpaBa CaMOCTOSTEIIbHO U3MEHSATH €ro Mapoib.

5. HOPAAOK PABOTBI Ab C PECYPCAMMU UCIIJH

Huxe npuBoautcs nepedens padot, npousBoauMbix Ab ¢ pecypcamu UCII/IH.

5.1. IIpoBepka padOTOCHOCOOHOCTH M HACTPOMKA CHCTEMbI JOCTYIIa K pecypcaMm
UCILOn

Ab mnpucBauBaer monb30BaTENSIM HACHTHU(PUKAUMOHHbIE AaHHble K pecypcam MCIIH.
[Ipu 3TOM IOJKHBI BBIOJIHATHCS CIIEAYIOIINE TPEOOBAHMUS:

- Ab ompenenser TOMUTUKY W3MEHEHUS YUYETHBIX JAHHBIX I[IOJb30BaTeliel U
NEPUONYECKH KOHTPOIHUPYET ee COOII0CHUE;

- AbB cooOmaeT monp30BaTENI0 €r0 YHHUKAIHHOE UMS U TMPEAOCTaBISET BO3MOXKHOCTh
3aaTh TapoJib, Jajieeé KOAUPYET TEPCOHAIbHBIM uAeHTU(DUKATOP (TP €ro HaJIuYUH)
MOJIb30BATEIIS;

- M3MEHEHHE VYUYeTHBIX JIaHHBIX TIOJb30BatTessl mnpousBoautcss Ab mo TpeGoBaHUIO
OTBETCTBEHHOT'O 3a obOecreueHne 0e30MacHOCTU MEPCOHANBHBIX JaHHBIX YUPEXKICHUS, a TaKXKe
MIEPUOUIECKH TI0 YTBEPKIECHHOMY TUIAHY U B CJIy4ae YBOJIbHEHHS paOOTHHKA,

- Ab umeer mpaBo B LENSAX TECTUPOBAHUS YSI3BUMOCTU CUCTEMBI JOCTyna (BbISBIICHUE
MPOCTEHIINX Mapojieii) NPOU3BOIUTh MOMBITKYA B3JOMa Mapojied MoJib30BaTeNel, eclid MONbITKa
B3JI0Ma ObuTa ycnemHou, Ab 06s13aH moTpeboBaTh y MoJab30BaTENs H3MEHEHUE MapoJIs.

5.2. IIpoBepka padOTOCNOCOOHOCTH M HACTPOHKA aNNapaTHbIX M NPOrpaMMHBIX
cpeacts 3amuThl HHpopmanuu (C3H)

Ab o00s3aH mepen HayanoM pabOT BKIIOYUTh M YOEAUTHhCS B pabOTOCIOCOOHOCTU
annapatHbix C3U, B cimydae c00st — pabOThI IPEKPATHUTD.

B cnyuae c6os C3U, Takux, Kak HempaBwibHas WaAeHTU(DHKAIMs moiib3oBarenei, Ab
00s13aH MPUOCTAaHOBUTH 00pPabOTKy 3amuiaeMoil nHGOPMAIMH 0 YCTPAHEHUS HEMCIPABHOCTH.
B cnydae mpou3BoaCTBEHHOW HEOOXOAUMOCTH — OTKIIOUHTh C3UW M JTUYHO KOHTPOJIHMPOBATH

npoBeAeHue paboT MOJIH30BATEIISAMH.



5.3. AdTuHBHpYcHas 3amuTa pecypcoB UCII/In
AB pa3zpabatbiBaeT 1 KOHTPOJIUPYET peaanu3aliio aHTUBUPYCHON MOJTUTUKH, & UMEHHO:

- HacTpauBaeT MmapaMeTpbl aHTUBUPYCHOM MPOTPaMMBI;
- KOHTPOJUPYET pabOoTOCIOCOOHOCTh AHTUBUPYCHON MPOTPAMMBIL;

- HEMEJUICHHO pearupyeT Ha cOOOIIeHHS MOJIb30BaTeNe 0 MOJ03PUTEILHOM MOBEICHUU
[10, a Takxke O MOSBIECHUU IIOOBIX COOOIICHWI AHTUBUPYCHOM NPOrpaMMbl M MPUHUMAET
COOTBETCTBYIOIINE MEPHI;

- HMEET IPABO HA NPOBEICHNUE BHEIIIAHOBOM IIPOBEPKHU HA HAJIUYUE BUPYCOB;

- nepuoaumyeckd (OJMH pa3 B HENEII0) KOHTPOJIMPYET KOPPEKTHOCTh IIpolecca
OOHOBJICHHSI aHTUBHPYCHBIX 0a3, a TAK)KE UCIOJIHAEMbIX MOAYJIEH aHTUBUPYCHOM MPOTrPaMMBI.

5.4. XpaHeHHe TUCTPUOYTHBOB NporpaMmMHoro odecneyenus C3U

Ab nmomxeH XpaHUTh JUCTPUOYTHUBBI MporpaMMHoro obecrneuenus C3U u npukiaaHoro
porpaMMHOro odecrnedenus, yctaHoBieHHoro B UCIIJIH YupexaeHus: B MecTe, HCKIIOYAIOIIEM
JOCTYII TIOCTOPOHHHUX JIULL.

5.5. IIpoBepka HeJOCTHOCTH CHCTEMHOI0 M npukiaagsoro IO

KonTponro nienoctHoctr noanexat ¢aitnsl [10 UCI /Il ¢ pacmmpenusmu: *.exe, *.com,
*.dll, *.sys, *.vxd, *.drv u3 karanoros: Windows, Program Files.

5.6. Pe3epBHOEe KONMPOBAHUE U BOCCTAHOBJICHUE HHPOPMAIUU

Pe3epBHOE KONMHUpPOBAaHHE NPOU3BOAUTCS PETYISIPHO C 3aJaHHOW IMEPUOJUYHOCTHIO, a
TaKkKe B cly4yae NPOU3BOACTBEHHOW HeoOxonumocTd. [Ipm 3TOM HEOOXOAMMO BBIIOIHSATH

cleyrone TpeOOBaHMUS:

- 00s13aTeNbHOE PE3EepBHOE KOMMPOBAHUE MPOU3BOJUTCA B ciaydae OOHapyKeHUs
HeucnpaBHocTel B padote [I9BM unu oTuyxgaeMbIX MallIMHHBIX HOcUTenen (nanee — MH);

- Jomyckaetcs 000CHOBaAaHHOE BHEIUIAHOBOE PE3epBHOE KOMHMpPOBaHUE MH(OpPMAIMHU Kak
Mo MHUIMATHBE TOJNb30Barens, Tak U Ab, eciau 3TO He HapylaeT TEXHOJOTHI0 00paboTKH
uHpopmanuu;

- pe3epBHBIC KONHUH IOJIB30BATEIILCKOW HHGPOpMANMU ¥ WHOOPMAIMK OIEePAIMOHHON

CUCTEMBI XPaHATCS Ha yYTCHHbIX BHeIIHUX MH;

- OTBETCTBEHHBIM JIMIIOM 32 XpaHEHHUE PE3ePBHBIX Komui siBnsercs Ab.

[lo mepe ycrpanenuss HeucnpaBHocTeil [IDBM ADB mnpousBoauT BOCCTAaHOBJIEHUE
nH(MOPMAIIMKA OTPAHUYCHHOTO JOCTYTA C PE3EPBHBIX KOIHUH.

BoccranoBnenue — paGotocnocoOHOCTH — (MPaBUIIBHOCTH  (YHKIMOHUPOBAHUSA) U
napamMeTpoB HACTPOMKM MPOrpaMMHOIO OOeCTeyeHUs: U CPeACTB 3auuThl MHGoOpManuu (Ipu
HEO0OXOJIMMOCTH), TIPOU3BOJUTCS, B TOM YHCIIE C HCIOJIb30BAHUEM PE3EPBHBIX KOMUU U (W)
IUCTPUOYTHBOB.

Ab paspematorcs nedcTBUS B 00XOJ YCTAaHOBJEHHBIX MNPOUEAYp HWACHTHU(PUKALUUA U

aYTCHTI/I(l)I/IKaIII/II/I, H€O6XOHI/IMI)I€ TOJIBKO pIRIb | BOCCTAaHOBJICHUA (bYHKHI/IOHI/IpOBaHI/If{



WH(POPMAIIMOHHONW CHCTEMBbI B Ciy4ae cOOeB B paboTe WM BBIXOJAE M3 CTPOS OTICIBHBIX
TEXHUYECKUX CPEACTB (YCTPOMCTB).

5.7. Kondurypuposanue UCII/In

Kondurypanmonnoil eauHuneil SBISAIOTCS yCIyrd, oOO0OpydOBaHME, IPOrpPaMMHOE
oOecrnieueHue, 31aHus, JOA1, JOKYMEHTHI U TIp.

VYnopaBiieHne  M3MEHEHHUSAMHM  KOH(UIypallud  OCYILECTBISET OTBETCTBEHHBIM  3a
obecrnieuenne Oe3zomacHocTH. [lnaHMpoBaHMe peanM3al M HENOCPEACTBEHHO pealln3alus
HE0O0XOMMBIX U3MEHEeHHH Bo3naraeTcst Ha Ab.

B xoxme ympaBneHus KoHpurypauuend arTecTOBAaHHOW MH(MOPMALMOHHOW CHCTEMBI U €€
cucteMsbl 3aiuThl nHGopmalnuu Ab 00s13aH OCYIIIECTBIISITh:

— nojpaepxkanue koHpuryparmu WCII[AH u ee cucrembl 3amuThl HH(pOpManuu
(ctpykTypsl cuctemsl 3amuThl nHGopmaruu MUCII/IH, cocTaBa, MECT YCTAaHOBKHM U MapaMeTpOB
Hactpoiiku C3U, mporpaMMHOro 00O€CHedYeHHs] M TEXHUYECKHX CPEACTB) B COOTBETCTBHH C
HKCIUTYaTallMOHHOM JIOKyMEHTaluell Ha CUCTeMy 3aIliuThl HHGopManuu (moaaepxaHue 6a30Bon
koHurypanuu MCII/IH u ee cuctemsl 3aIUTHl HH(OPMAIIH);

— ympaBlieHue u3MeHeHusiMu 0a30Boil koHurypanuu WCIIJIH u ee cucTteMbl 3alIUThI
uH(pOpMAaLIMH, B TOM YHCJIE ONPEIEIIEHUE TUIIOB BO3MOKHBIX U3MEHEHHM 0a30BOM KOHPUTYpauu
HUCII[IH m ee cuCTeMbl 3alIUThl MH(POpPMAIMM, CAaHKIMOHHUPOBAHME BHECEHUS W3MEHEHUN B
6azoByto koH(purypamuio MCIIJIn u ee cuctemsl 3aluThl MHPOpPMAIMH, JOKYMEHTHPOBAHUE
JeHCTBUI 10 BHECEHUIO U3MEHEHUN B 06a30Byt0 KoHpurypanuto UCII/IH 1 ee cucteMbl 3allUThI
uH(popMalMK, COXpaHEHHE HaHHBIX 00 H3MeHeHusX O0a3oBoil koHpurypanuu MCIIAH u ee
CUCTEMBI 3alIUThl WH(OpPMAIMU, KOHTPOJIb IEHCTBUN IO BHECEHHIO W3MEHEHHA B 0a30BYIO
koHpuryparuto UCIIJIH 1 ee cucTeMsl 3alUThl HHPOPMAIIHH;

— aHaJgu3 NOTEHLMAJIBLHOTO BO3ACHCTBUS IUIAHUPYEMbIX H3MEHEHUMH B 0a30BOM
koHuryparuun MCIIJIH m ee cucrembl 3amuThl WHQOpManUM Ha OOECTICYCHHUE 3alIUThHI
uH(popMalMKM, BO3HUKHOBEHHE JIOMOJHUTENBHBIX yIrpo3 Oe3omacHOCTH HMHPOPMALUUA |
paborocnocooHocts UCII/IH;

— OmpelelieHHe TMapaMeTpoB HACTPOMKM MpPOTrpaMMHOr0O oOecredyeHus, BKJIouas
nporpammHoe obOecnieuenne C3U, coctaBa M KOHQUIYpalMW TEXHUYECKHX CPEACTB U
MIPOrpaMMHOT0 00ECTICUCHUS 10 BHECCHHS M3MEHEHHUI B 0a30Byr0 KoHpurypamuio UCIIIH u ee
CUCTEMBI 3alIUThl HH(OpMAIINH;

— BHeceHHe MH(opMaIuu (1aHHbIX) 00 u3MeHeHusx B 6a3zoBoil koHpuryparuu UCII/Ix u
€€ CHCTEeMBI 3alIUThl UH(POPMALIMU B TOKYMEHTAIUIO Ha cuctemy 3auuthl nHpopmanuu UCIIdH;

— MPUHATHE pELIEHUs MO pe3yjbTaTaMm YIpaBieHUs KOHQUrypalueil o MOBTOPHOMN
atrectauuu UCIIIH nnu npoBeieHUH TONOJHUTEIbHBIX aTTECTallMOHHBIX UCTIBITAHUH.

OO0s3aHHOCTM 10 YIpPaBJICHUIO M3MEHEHUSMHU B alllapaTHOM U MPOrPaMMHOM
oOecrieueHNH M BCEX DJIEMEHTaX JOKYMEHTAIMH, KOTOpBIE CBSI3aHBI C pabOTOM, MOANEPKKON U
CONPOBOXIEHUEM CHCTEM, HAXONAIIMXCA B OJKCIUlyaTauuu, Bo3nararorcss Ha Ab. Ilpu
BO3HUKHOBCHMH HEOOXOAMMOCTH u3MeHeHus: koHpurypammu WCII/IH, arTecroBaHHOW 1O



TpeboBaHusAM Oe3omacHocTH HH(popManuu, AbB cormacoBbIBaeT IIaHHpPYEMbIE W3MEHEHUS C
IpEAIPUATHEM-ITULEH3UATOM, IPOBOAUBILINM aTTECTALlMOHHBIC UCIIBITAHUSA.

5.8. BwiBoa pecypcoB UCII/In n3 3xcniyatanumn

[Tpu HEBO3MOXKHOCTH peMoHTa pa3iaudHbIX pecypcoB UCIIIun Ab o6s3aH:

- (usmyeckn yHuuTokarh JoObie MH, He3aBUCHMMO OT cojepxKallelcs Ha HHX
uH(pOpMALMK; KapTPUIKU IMPUHTEPA, UHBIE KOMILIEKTYIOLUIME MOTYT OBITH HCIIOJIB30BaHBI 3a
npeaenamu UCIT/H;

- (akT BbBIXOJAa U3 CTPOS U 3aMEHbl OOOPYAOBAaHUSA JODKEH OBITh OTpPaXeH B
TexunueckoM nacnopte Ha UCII/H.

5.9. PearmpoBaHue Ha cOOM NPH PerucTpanuM coObITHI 0€30IIACHOCTH

PearupoBanue Ha cOOu TpH perucTpanuu coObITHII Oe30macHOCTH ocyliecTBisieTcs Ab
MyTeM W3MEHEHUs MapaMeTpoB cOopa, 3amMcu M XpaHeHUs HWHGOpPMALMU O COOBITHUAX
6e3onmacHocty B kypHanax C3U or HCJI, B ToM 4ucne OTKIIOYEHHE 3amucu MHGOpMAIUH O
coObITusIX Oe3omacHocTd OT vacTh KomnoHeHToB MCII/IH, 3amuce moBepx ycTapeBLIMX
XPaHUMBIX 3aMKucei COOBITUI OE30MaCHOCTH.

B ciyuae BbIsIBIEHMS IPU3HAKOB MHIIMJIEHTOB Oe30macHOCTH, Ab 00s3aH:
- HEMEeJJICHHO YBEeJOMUTh PykoBoauTENS O JaHHOM (aKTe;

- II0 BOSMOXHOCTH B MaKCHMAJIbHO CXKATbIC CPOKHN YCTAHOBUTDH IIPUYINMHY BOSHUKHOBCHUA
HMHIUACHTA U HCKIIIOYUTDb BO3MOKHOCTD €TI0 IIOBTOPCHHUA

- BoccTaHOBUTH paborocnocodbnocts UCII/IH;

- 1O OKOHYaHUHU PaboT Mo BOCCTaHOBIEHHIO padoTocmocobHocTn MCIIJIH mpousBectu
3aIiCh B COOTBETCTBYIOIIMX )KypHAJIaX.

6. JEMCTBUS TP OBHAPYKEHUHU IMONBITOK HECAHKIIMOHUPOBAHHOI'O
JOCTYIIA

6.1. K mombITkamM HECAaHKIIMOHUPOBAHHOTO JIOCTYMa OTHOCATCS:

- ceaHncol pabotel ¢ WMCIIJIH He3aperucTpupoOBaHHBIX MOJIb30BATENEH, MOIb30BaTENCH,
HApYLWIMBIINX YCTAHOBJICHHYK) NEPUOAUYHOCTH JOCTYIIA, WM CPOK JEUCTBUS ITOJTHOMOYMUH

KOTOPBIX UCTCK, WJIN ITPCBBIIAIONINX CBOU ITIOJTHOMOYHA 110 JOCTYITY K JaAHHBIM,

- JEUCTBUS TIOCTOPOHHEro JIMIA, TMbITAIOWErocs TMOJYyYUTh JOCTYN (WU  yxkKe
nonyuusiiero aoctyn) Kk MCIIIH, npu MCHOJIb30BaHUM YYETHOM 3amMcH aJMUHHCTpATOpa WU
apyroro nosb3oBarenss HWCIIJIH, wmeromom mnoabopa maposis, HCIONb30BAHUSA MapoOJIs,
pa3riIaeHHoro BIAAEIbIEeM YIETHOM 3auCy WK JTIOOBIM IPYTUM METOIOM.

6.2. Ilpu BbIsIBIECHUM (paKkTa HECAHKLIIMOHUPOBAHHOTO AocTyna Ab o0s3aH:

- Tpeceub JajdbHEHIINK HeCaHKUNOHUpoBaHHbIN Aoctyn K MCII/IH;

- JIOJIO)KUTh OTBETCTBEHHOMY 3a oOecredyeHHe O€30MaCHOCTH MEPCOHAJIbHBIX JaHHBIX
VYupexaeHus city>)keOHON 3aucKoi o0 (akTe HECAHKIIMOHMPOBAHHOIO JOCTYIA, €ro pe3yibTare
(ycnenHslii, HEYCIELIHBIN) U IPEATPUHSTHIX 1EHCTBUSAX;



- U3BECTUTh PYKOBOJUTENS CTPYKTYPHOTO TMOJApa3AeiieHus, B KOTOpPOM paboTaer
M0JIb30BaTENb, OT MMEHM YYETHOW 3amUCHd KOTOpOro OblJa OCYIIECTBJIEHA MONIBITKA
HECAaHKIIMOHUPOBAHHOI'O JOCTYyNa, O ()aKTe€ HECAHKIIMOHUPOBAHHOI'O JJOCTYIIA.

7. OTBETCTBEHHOCTb
7.1. Ab HeceT nepcoHAbHYIO OTBETCTBEHHOCTD 34!

- COXPaHHOCTb HOCHTENCH WHPOpMAMM M COACp)KaIIeics Ha HHUX HHGPOpMAIMH B
pabouee BpeMs;

- HecoOmro/ieHne TpeOoBaHMi JaHHON WMHCTPpYKIMM M HEMPaBOMEPHOE HCIOJIb30BaHUE
pecypcoB UCII/IH;

- cpenctsa 3amuThel uHpopmaruu, npumensiembie B UCIIn Yupexnenus;,

- KauecTBO MPOBOJUMBIX PabOT Mo 0OecreueHnI0 Oe30MacHOCTH MePCOHAIBHBIX JTaHHBIX
U 3a BCE€ JICUCTBUS, cCOBeplIeHHbIE 0T uMeHHu yueTHoi 3anucu Ab B UCII/IH, ecau ¢ ero cTOpoHsI
He OBUIO MPEANPUHATO HEOOXOAMMBIX EUCTBUMA ISl MPEAOTBPAIICHHUS HECAHKIIMOHUPOBAHHOTO
WCIIOJIb30BAHMS YUYETHOM 3aIHCH.

7.2. Ab mnpu HapylleHMM HOPM, PETyJUPYIOIIUX IOIy4eHHe, oOpabOTKy M 3alluTy
MIEPCOHATIBHBIX JaHHBIX CYOBEKTa, HECEeT MUCIUIUIMHAPHYIO, aIMUHUCTPATUBHYIO, TPaXKIaHCKO-
MIPaBOBYIO U YTOJIOBHYIO OTBETCTBEHHOCTh B COOTBETCTBUHU C 3aKOHOAATENbCTBOM Poccuiickoi
denepanuu.



